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Abstract  

 

The European Union Agency for the Operational Management of Large-Scale IT Systems in the Area 

of Freedom, Security, and Justice (eu-LISA) has been delegated the implementation of large-scale IT 

systems as well as their forthcoming interoperability. As such, the agency is entrusted with computer 

engineering tasks and it is involved in processing operations of individuals’ personal data, especially 

migrants. This agency is assigned crucial tasks in the design, development, and monitoring phases of 

interoperability components and participates in the decision-making process establishing the means for 

processing personal data. This post sheds light on the agency’s involvement in implementing the 

interoperability framework and illustrates existing challenges in allocating data processor rather than 

data controller responsibility. 
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1. Introduction 

 

The European Union (EU) Agency for the Operational Management of Large-Scale IT Systems 

in the Area of Freedom, Security, and Justice (eu-LISA) was founded in 2011 to encompass the 

tasks performed by the Management Authority (European Commission) in operating the 

central part of the existing large-scale IT systems, including some of those related to the 

communication infrastructures. These systems were: the Schengen Information System (SIS), 

the European Dactyloscopy System (Eurodac), and the Visa Information System (VIS). In 2018, 

its mandate was expanded in order to cover the Entry/Exit System (EES), the European Travel 

Information and Authorisation System (ETIAS), the System for the identification of Member 

States holding conviction information on third-country nationals and stateless persons 

(ECRIS-TCN) and their interoperability (Regulations 2019/817 and 2019/818 or IO 

Regulations).  

 

eu-LISA participates in the activities concerning the processing of personal data with 

significant impacts on the fundamental rights to privacy and data protection —enshrined in 

Articles 7 and 8 of the Charter of Fundamental Rights of the EU (CFREU). Despite the wide 

range of tasks eu-LISA performs under the IO Regulations, the agency is conferred a data 

processing rather than a data controller role, which could be justified in the terms explained 

below.   

 

2. eu-LISA’s tasks under the interoperability framework 

 

2.1. From the design to the entry into operation of the interoperability components  

 

eu-LISA is assigned crucial tasks during the design and development phases of the 

interoperability infrastructure,  as well as competence to realise the necessary adjustments 

required to ensure the interoperability between large-scale IT systems and interoperability 

components —namely the European Search Portal (ESP), the shared Biometric Matching 

Service (sBMS), the Common Identity Repository (CIR), and the Multiple-Identity Detector 

(MID)— including the Central Repository for Reporting and Statistics (CRRS).   

 

Along with other responsibilities, eu-LISA is required to define the design and evolution of 

the physical architecture of the interoperability components, their communication 

infrastructures, and the technical specifications as well.  The development and implementation 

of the interoperability components, instead, should follow the adoption of the relevant 

secondary legislation and «[…] shall consist of the elaboration and implementation of the 

technical specifications, testing and overall project management and coordination» (Article 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32011R1077
https://eur-lex.europa.eu/EN/legal-content/summary/second-generation-schengen-information-system-sis-ii.html
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32013R0603
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02008R0767-20220803
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32018R1726
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32017R2226
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32018R1240
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019R0816
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:32019R0817
https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX:32019R0818
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A12012P%2FTXT
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54(3), para. 5 of IO Regulations). eu-LISA also plays a prominent role in the entry into 

operation of the interoperability components (ESP, sBMS, CIR, and MID) and the CRRS  since 

it tests and validates them (Articles 72 and 68 of Regulations 2019/817 and 2019/818 

respectively).  

 

eu-LISA is required to «develop and maintain a mechanism and procedures for carrying out 

quality checks on the data stored in the sBMS and the CIR» for which purpose the European 

Commission should adopt an implementing act to establish the date from which, on the one 

hand, the automated data quality control mechanisms and procedures apply and, on the other 

hand, the common data quality indicators and the minimum data quality standards must be 

implemented (Article 37(4) of Regulations 2019/817 and 2019/818). Such an act would follow 

the completion of successful testing (Articles 72 of Regulations 2019/817 and 68 of  2019/818). 

In this respect, eu-LISA is regarded as a key player as far as biometric data is concerned, and 

it is competent to adopt common standards of data quality.  

 

Once the interoperability components have entered into operation, eu-LISA will be 

responsible for the «technical management of the central infrastructure of the interoperability 

components, including their maintenance and technological developments» (Article 55(1) of 

IO Regulations). Thus: «All interoperability components shall be developed and managed in 

such a way as to ensure fast, seamless, efficient and controlled access, full, uninterrupted 

availability of the components and of the data stored in the MID, the shared BMS and the CIR, 

and a response time in line with the operational needs of the Member States' authorities and 

Union agencies» (Article 55(1), last para. of IO Regulations).  For this purpose, eu-LISA is 

required to ensure that «the best available technology is used, subject to a cost-benefit 

analysis» (Article 55(1) of IO Regulations). 

 

eu-LISA is prevented from accessing the logs to monitor the compliance of data processing 

pursuant to the IO Regulation (Article 44 of IO Regulation) in cooperation with the DPAs and 

the European Data Protection Supervisor (EDPS). Granting eu-LISA access to those data 

would represent a turning point to make the agency responsible for the data processing 

activities concerning both systems and components, as the EDPS has already suggested. Yet, 

the fact that the agency has no access to the data processed through the ESP, the sBMS, the 

CIR or the MID is not of decisive relevance in terms of controllership according to the Court 

of Justice of the EU (CJEU) —Fashion ID GmbH & Co. KG v Verbraucherzentrale NRW eV, para. 

69. Moreover, access to the CRRS for the purposes of reporting and statistics has been limited 

to anonymised personal data—Article 62 of IO Regulations. 

 

Last but not least, eu-LISA is required to ensure the security of the IT infrastructure of the 

components —including their maintenance and technological improvements— and of the 

relevant communication infrastructure (Article 55(1) of IO Regulations) which integrates tasks 

https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:32019R0817
https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX:32019R0818
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:32019R0817
https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX:32019R0818
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:32019R0817
https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX:32019R0818
https://edps.europa.eu/sites/default/files/publication/2018-04-16_interoperability_opinion_en.pdf
https://curia.europa.eu/juris/document/document.jsf;jsessionid=FE5AD7C9D0D17DBEF34FF0B996ED03F3?text=&docid=216555&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=109669
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usually delegated to the data processor. Yet, such a designation contradicts the one foreseen 

under Article 57(1) of Regulation 2018/1240 for which eu-LISA is the controller of the ETIAS 

Central System as far as information security management is concerned. 

 

2.2. eu-LISA’s tasks in the multiple-identity detection procedure 

 

As we have already analysed elsewhere in this Blog, the Multiple-identity detection procedure 

set forth under Article 21 of IO Regulations enables the establishment of coloured links among 

the identity files stored in the underlying large-scale IT systems as long as identity, travel 

document, and biometric data match each other.  

 

The comparison consists of an automated processing activity that could flow into the 

generation of a white or yellow link (Article 27(5) of IO Regulations). While yellow links are 

provisional outcomes that require the intervention of a competent authority for conducting 

the so-called manual verification procedure, we have maintained that white links result from 

a fully automated decision-making process that takes place on the basis of pre-defined 

algorithm thresholds. Specifically, an automated white link indicates that the data inputs are 

identical or similar to the ones already stored in the CIR –and eventually in the SIS– and match 

with the templates held by the sBMS: in other words, the data belong to the same person 

(Article 33 IO Regulations).  

 

The European Commission is expected to lay down the procedures to determine the cases in 

which identity data can be considered as the same or similar in a delegated act (Article 28.5 of 

IO Regulations). In these terms, eu-LISA covers a key position as it is in charge of conducting 

tests on the algorithms used by the MID and of scrutinising the quality of the data used to 

improve such predictive mechanism (Article 54(3) of IO Regulations). However, and as the 

European Parliament objected, the European Commission cannot subdelegate the definition 

of those cases to other actors, including eu-LISA, so that the empowerment of the latter must 

be limited to a consulting activity. 

 

3. eu-LISA: A fair data processor for interoperability? 

 

3.1 Data processor versus data controller under EU law 

 

Distinguishing between the data processor and data controller concepts is of paramount 

importance under EU law to allocate responsibility for personal data processing operations —

e.g., to conduct a data protection impact assessment (DPIA) in case of high-risk processing 

operations— and, consequently, to empower data subjects to exercise the rights stemming 

from Regulation 2016/679 (GDPR), Directive 2016/680 (LED), and Regulation 2018/1725 

(EUDPR), especially when it comes to claiming damages for unlawful activity. In practice, the 

https://www.adimblog.com/wp-content/uploads/2021/11/SodaPDF-converted-ADiM-Blog-Novembre-2021-Analisi-2.pdf
https://www.europarl.europa.eu/doceo/document/TA-9-2022-0008_EN.html
https://eur-lex.europa.eu/eli/reg/2016/679/oj
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016L0680
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32018R1725
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appointment of data protection controller and processor settles down the applicable legal 

framework —Google Spain SL and Google Inc. v Agencia Española de Protección de Datos (AEPD) 

and Mario Costeja González, para. 60— and the competent supervisory authority (DPA) to 

whom they respond. 

 

According to the EUDPR, Articles 4(7) and (8), the controller is «the natural or legal person, 

public authority, agency or other body which, alone or jointly with others, determines the 

purposes and means of the processing of personal data»; the term processor, instead, refers to «a 

natural or legal person, public authority, agency or other body which processes personal data 

on behalf of the controller» (emphasis added). As noted under Article 29 Data Protection 

Working Party (DPWP): «The concept of controller is autonomous, in the sense that it should 

be interpreted mainly according to Community data protection law, and functional, in the 

sense that it is intended to allocate responsibilities where the factual influence is, and thus 

based on a factual rather than a formal analysis». Concretely, the functionality principle 

obliges us to look at the factual elements or circumstances of the case to establish who 

determines —i.e., actually exerts influence— the purposes (why?) and means (how?) of the 

processing activity.  

 

Hence, in case of complex data processing activities, several actors may de facto influence 

controlling functions —which would give rise to a joint controllership— for example, when 

the processing activity entails specific privacy risks. In this sense, the data subject has a 

legitimate expectation to approach any controller on the basis of the image that the actors 

involved project to outsiders. 

 

Being the determination of the purposes more meaningful than the means in designating the 

controller, Article 29 DPWP assumed that these two elements are not cumulatively mandatory. 

Yet, the EDPS rectified that «[…] the controller cannot settle with only determining the 

purpose. It must also make decisions about the means of the processing. Conversely, the party 

acting as the processor can never determine the purpose of the processing».  

 

3.2 eu-LISA: The data processor 

 

The sister Regulations elucidate that: «In relation to the processing of personal data in the 

shared BMS, the CIR and the MID, eu-LISA shall be the data processor within the meaning of 

point (12)(a) of Article 3 of Regulation (EU) 2018/1725» (Article 41 of IO Regulations). Hence, 

eu-LISA performs processing operations on behalf of the following data controllers (Article 40 

of IO Regulations):  

 Member States’ authorities that are controllers of the underlying systems in relation to 

the biometric templates stored in the sBMS; 

 Member States’ authorities that are controllers of the underlying systems in relation to 

https://curia.europa.eu/juris/document/document.jsf;jsessionid=76EABCAB5B249763859AB7EA4DA2EC7F?text=&docid=152065&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=88711
https://curia.europa.eu/juris/document/document.jsf;jsessionid=76EABCAB5B249763859AB7EA4DA2EC7F?text=&docid=152065&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=88711
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32018R1725
https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2010/wp169_en.pdf
https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2010/wp169_en.pdf
https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2010/wp169_en.pdf
https://edpb.europa.eu/sites/default/files/consultation/edpb_guidelines_202007_controllerprocessor_en.pdf


ADiM Blog       

February 2023      

 

 6 

the data stored in the CIR, and 

 Member States’ authorities adding or modifying the data in the identity confirmation 

file as well as the European Border and Coast Guard (EBCG) Agency in relation to the 

processing of personal data by the ETIAS Central Unit as far as the MID is concerned.  

Still, this Article does not clarify whether the Member States’ authorities and the EBCG Agency 

—and/or other actors possibly appointable— could be considered as controllers for white links 

generated by the MID in an automated manner. As we have already flagged elsewhere, the 

non-notification of MID automated white links to the data subjects may end up watering down 

the right to access, rectify, and erase personal data so that the underlying fundamental rights 

might not be effectively guaranteed. Furthermore, in the case of automated-decision making, 

it is important to clarify who is responsible for the processing of personal data. 

 

All in all, assessing whether eu-LISA is actually performing data processor functions rather 

than (joint-)controller ones is not that easy. However, the analysis above seems to favour the 

former option. Firstly, because even if eu-LISA’s practice might come to influence the means 

through which personal data are processed by the interoperability components, in any case it 

would not be deciding «the purposes of an anticipated outcome that is intended or that guides 

[…] planned actions». Indeed, even though the agency participates in the implementation of 

the algorithm thresholds generating the MID automated yellow and white links, their values 

are determined by the co-legislator in the frame of the IO Regulations. Secondly, when 

referring to the “means” of the processing activity, Article 29 DPWP and EDPS distinguish 

between technical and organizational aspects, and they state that the latter criterion in 

particular is useful to spoil out who the data controller is. Concretely, questions like which 

data shall be processed, for how long, or who shall have access to them must not be provided 

in the processor’s mandate but by a contract — e.g., via Standard Contractual Clauses— or, 

like in our case, under a legal act (Article 29 of EUDPR). Thus, as long as eu-LISA decides non-

essential means for the processing, like the software or hardware used under the 

interoperability frameworks, its participation does not upgrade at the controller level. 

 

However, this position does not absolve the agency of its responsibility; on the contrary, it 

emphasises the need for ex ante and ex post controls over its work in light of the applicable 

legal frameworks holding the agency fully liable for the damages caused —Articles 46 of IO 

Regulations, 65 of EUDPR, and 340 of the Treaty on the Functioning of the EU (TFEU). Besides, 

since eu-LISA’s mandate allows for the contracting of external private-sector entities or bodies 

to deliver, set up, maintain, and monitor the communication infrastructure, we must recall 

that the same data protection obligations as set out in the IO Regulations apply to sub-

processors, and that: «Where that other processor fails to fulfil its data protection obligations, 

the initial processor shall remain fully liable to the controller for the performance of that other 

processor’s obligations» (Article 29 of EUDPR). In this regard, the EDPS warned that the 

EUDPR provisions also apply in case of sub-contracting –especially when providing for 

https://www.adimblog.com/wp-content/uploads/2021/11/SodaPDF-converted-ADiM-Blog-Novembre-2021-Analisi-2.pdf
https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2010/wp169_en.pdf
https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2010/wp169_en.pdf
https://edpb.europa.eu/sites/default/files/files/file1/edpb-edpsjointopinion01_2021_sccs_c_p_en.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32018R1725
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32018R1725
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A12012E%2FTXT
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32018R1726
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32018R1725
https://edps.europa.eu/sites/edp/files/publication/12-09-05_eurodac_en.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32018R1725
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collaboration with and accountability before the EDPS– so as to make infringements of privacy 

and data protection rights surface. 

 

4. Findings 

  

This post analysed the tasks deployed by eu-LISA under the interoperability framework and 

provided insights on the agency's appointment as a processor for the personal data treated by 

the interoperability components. Being eu-LISA assigned key duties to design, develop, and 

monitor the interoperability components, including for the algorithm thresholds performing 

the multiple-identity detection procedure, we noted that its practical activity does not extend 

as far as to influence the purposes and means of personal data processing whereas only relates 

to the non-essential elements. Even though the complexity of the reform at stake harshens our 

analysis on the real range of its role, to date, eu-LISA seems to rightly appear in the guise of a 

processor rather than of a controller, as the EDPS has recently weighed in another context. 
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