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Abstract  

  

Regulations 2019/817 and 2019/818 establish a framework for the interoperability between EU 

information systems in the field of borders, visa, police and judicial cooperation, asylum, and migration. 

These systems are: the Schengen Information System (SIS); the Visa Information System (VIS); the 

Entry Exit System (EES); the European Travel Information and Authorisation System (ETIAS); the 

European Criminal Records Information System for third-country nationals (ECRIS-TCN), and the 

European Dactyloscopy system (Eurodac). The sister Regulations add new objectives to the underlying 

systems, among which the multiple-identity detection procedure stands out as the prominent novelty of 

the whole reform. This post glosses how this mechanism is expected to support the “correct 

identification” of third country nationals at the European Union (EU) external borders while 

                                                   
1 The author is grateful to the ADiM editorial team for its few adaptations. The content of this post is opinion of the 

own author. Any errors must be attributed to her. 
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questioning the guarantees set forth for migrants’ right to the protection of personal data.  

1. Introduction 

Regulations 2019/817 and Regulation 2019/818 (IO Regulations) establish a framework for the 

interoperability between EU information systems in the field of borders, visa, police and 

judicial cooperation, asylum, and migration. Such a reform aims at interconnecting six 

freedom, security and justice large-scale IT systems: two recently renovated – the Schengen 

Information System (SIS) and the Visa Information System (VIS); three currently under 

implementation – the Entry Exit System (EES), the European Travel Information and 

Authorisation System (ETIAS), and the European Criminal Records Information System for 

third-country nationals (ECRIS-TCN) –, and a last one whose adoption has been blocked by 

the co-legislators since 2016 and it is currently under (re)negotiation – i.e., the European 

Dactyloscopy system (Eurodac). The huge amount of migrants’ personal data processed 

within these systems confirms that interoperability will weigh most heavily, though not 

exclusively, on third country nationals, raising questions about how their fundamental right 

to the protection of personal data – i.e., Article 8 of the EU Charter of Fundamental Rights 

(EUCFR) – is safeguarded. This post introduces the most relevant objective pursued by the IO 

Regulations, that is, the detection of multiple identities set forth under Article 21. After 

illustrating its content and functioning, we will analyse some of the guarantees envisaged by 

the co-legislators to assess whether migrants’ rights to information, access, rectification, and 

erasure of personal data are duly guaranteed. 

2. The new IT infrastructure 

The majority of the norms set forth by the sister Regulations is dedicated at regulating the 

interoperability components: the European Search Portal (ESP); the shared Biometric 

Matching Service (sBMS); the Common Identity Repository (CIR), and the Multiple-Identity 

Detector (MID). The ESP is a one-stop shop or massage broker that will facilitate the access to 

the systems and the interoperability components while enabling the cross-matching among 

the data stored therein. The sBMS will store the biometric templates of the corresponding data 

stored in the underlying systems and the CIR – i.e., fingerprints and facial images –, thus 

excluding the ETIAS. The CIR is the true “beating heart” of this new infrastructure and it will 

gather some of the categories of personal data stored in the underlying IT systems at stake, 

namely: identity, travel document, and biometric data. The MID will support the CIR by 

creating, establishing, and storing color-coded links among the data – or even better the 

individual files – stored in the CIR or in the SIS, laying the latter outside the CIR.  

3. The multiple-identity detection procedure 

The multiple-identity detection procedure is launched each time an individual file is created 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019R0817
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019R0818
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02008R0767-20210803
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32017R2226
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32018R1240
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019R0816
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2020:614:FIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A12012P%2FTXT
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or updated in one of the six large-scale IT systems integrating the interoperability architecture 

(Article 27 IO Regulations). Thus, the authorities involved in this procedure may be: borders 

guards, consular authorities, and immigration authorities as for the EES; authorities 

competent for visa and residence permits for the (revised) VIS; the ETIAS Central and National 

Units for the ETIAS; the SIRENE Bureau of the Member State creating or updating a SIS alert, 

and the central authorities of the Member States in charge of inputting data in the ECRIS-TCN 

(Article 29(1) IO Regulations). The multiple-identity detection procedure pursues two main 

goals: facilitating bona fide travellers’ checks at the external borders and detecting fraudulent 

identities used to access the Schengen area. The latter is especially important to fight organised 

crime, terrorism, smuggling of migrants, and trafficking in human beings, as the European 

Migrant Smuggling Centre points out. However, the use of “other” identities also characterises 

groups of migrants that should not be associated with criminal activities such as irregular 

migrants and asylum seekers, as the European Union Agency for Fundamental Rights claims. 

3.1. The automated generation of white and yellow links 

As soon as an individual file is created or updated in one of the underlying IT systems, the 

multiple-identity detection procedure is automated started. The data input or modified are 

compared with those stored in the CIR and the SIS, as well as with the templates held by the 

sBMS. Comparisons occur among data belonging to the same category, that is: identity data 

are compared with identity data; travel document data are compared with travel document 

data; fingerprints are matched with fingerprints, and facial images are matched with facial 

images. Such an automated phase may flow into the generation of a white or yellow link 

among individual files stored in different IT systems (Article 27(5) IO Regulations).  

A white link (Article 33 IO Regulations) indicates that the data inputs are identical or similar 

to the ones already stored in the CIR – eventually in the SIS – and match with the templates 

held by the sBMS: in other words, the data belong to the same person. It would be the case of 

a person seeking for the first time a visa to enter the Schengen area who is registered in the 

EES upon his/her arrival at the EU external borders. Provided that no other system contains 

data related to that person, the multiple-identity detection procedure would be launched 

twice, by the VIS and the EES, but only the latter would create a white link against the VIS.  

A yellow link, instead, is notified when the data stored in the individual files compared cannot 

be considered identical or similar (Article 30 IO Regulations). The yellow link is provisional 

and calls on a competent authority to “resolve” it, that is, to resolve the identity issue 

stemming from the automated comparison. It would be the case, for instance, of a third 

country national that had been issued a refusal of entry alert provided with fingerprints and 

biometrics in the SIS and subsequently obtains a genuine passport in another country of origin 

subjected to a visa requirement to access the Schengen area. As soon as the consular authority 

https://www.europol.europa.eu/publications-documents/emsc-4th-annual-activity-report-%e2%80%93-2020
https://www.europol.europa.eu/publications-documents/emsc-4th-annual-activity-report-%e2%80%93-2020
https://fra.europa.eu/en/publication/2018/under-watchful-eyes-biometrics-eu-it-systems-and-fundamental-rights
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enters the data in the VIS, the multiple-identity detection procedure is launched and a yellow 

link is generated since the identity and the travel document data are detected to be different, 

while the biometrics match with the ones stored in the SIS – i.e., the corresponding template 

within the sBMS.  

3.2. The manual verification procedure 

As a general rule, the authorities creating or modifying an identity file in one of the IT systems 

decide the cases they are dealing with. An important exception is given for the SIS “sensitive 

alerts” whose yellow links are to be resolved by the SIRENE Bureau of the Member State 

creating the alert (Article 29(2) IO Regulations). The authority in charge of the manual 

verification shall turn the yellow link into a: 

- white link, when s/he finds that the linked files belong to the same person;  

- green link, if s/he considers that the linked files pertain to different persons, though 

sharing some patterns;  

- red link, when there is a risk that the person at stake is using different identities in an 

unjustified manner – be them false or stolen. 

For the purpose of resolving the yellow link, the competent authority is allowed to access the 

set of data linked contained in the CIR – and eventually the SIS – and the previously generated 

or established links that are registered in MID – i.e, in the so-called “identity confirmation file” 

(Article 34 IO Regulations). This implies, as the European Data Protection Supervisor (EDPS) 

highlights, that new access rights are granted to resolve the yellow links and, consequently, 

that individuals’ personal data are subjected to new processing activities. The choice among a 

white, green, or red link lies in the hands of the authority competent for the manual 

verification; yet, the European Commission is expected to support them in this task with a 

practical handbook (Articles 77 and 73 IO Regulations). For example, a red link may be 

established when a third country national has a refusal of entry alert in the SIS and submits in 

the ETIAS a request for a travel authorisation with false or stolen identity data. In this 

situation, the multiple identity detection procedure launched by the EES against the SIS 

generates a yellow link since the biometric data match, but the identity data are neither the 

same nor similar. The border guard concerned is expected to turn the yellow link into a red 

one since the individual has used a false or someone else’s identity to access the Schengen 

area, as it is recorded in the ETIAS. 

4. Migrants/data subjects’ right to the protection of personal data 

According to the EU data protection acquis, the link generated or established within the 

multiple-identity detection procedure is “information relating to an identified or identifiable 

https://edps.europa.eu/sites/edp/files/publication/2018-04-16_interoperability_opinion_en.pdf
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natural person” or, simply, personal data – see, e.g., Article 4(1) General Data Protection 

Regulation (GDPR). Therefore, the IO Regulations insert important provisions on the right to 

be informed, to access, rectify, and delete personal data before the national authorities and 

Union agencies’ staff involved in the multiple-identity detection procedure.  

4.1. The right to information 

The right to information is guaranteed in case a white or a red link is established by the 

competent authority in charge of the manual verification procedure (Articles 33(4) and 33(4) 

IO Regulations) thanks to the handover of a standard form containing the references to: the 

single identification number (Article 34(c) IO Regulations); the authority responsible for the 

manual verification of different identities (Article 34(d) IO Regulations), and the website 

address of a web portal (Article 49 IO Regulations). The EDPS has recently commented that 

the standard form drafted by the European Commission should better detail the range of cases 

envisaged to justify the establishment of a white or a red link. We believe that the difficulties 

surrounding the explanation of the functioning of a (semi-)automated decision-making 

procedure consisting in the combination of enigmatic algorithms and human interventions 

should have been evidenced too. Also, no form seems to be provided in case white links are 

generated in an automated manner, or when green links are established. The former gap is 

especially worrisome if we consider the right not to be subject to a decision based solely on 

automated processing, including profiling – e.g., Article 22 GDPR. Although this right is 

subject to derogations, full-automated decision-making based on sensitive data – like 

biometrics – is always called on to respect the limits imposed by virtue of Article 52(1) EUCFR. 

It seems to us that in these cases the right to information is not suppressed tout court, and that 

the general provision of Article 47 IO Regulations applies. According to it, the individual must 

be informed each time an individual file is created in SIS, VIS, EES, ETIAS, Eurodac, or ECRIS-

TCN. However, it is not clear why the IO Regulations foresee a different treatment among, on 

the one hand, the white links generated in an automated manner and the green links and, on 

the other hand, the white and red links established following the manual verification 

procedure. On closer inspection, also the former types of links may be erroneously or illegally 

established and, beware, these errors may result from a machine decision. In any case, no 

information at all is given to the individual in case this prejudices security and public order, 

crime prevention, and national investigation which seems to be the case of the SIS “sensitive 

alerts”, though the IO Regulations are silent on this point. 

4.2. The right to access, rectify, and erase personal data and to restrict the processing 

The right to access, rectify, and erase personal data may be exercised through the 

interoperability web portal when the standard form is handed in to the individual, or by 

addressing the competent authority of each Member State a request to access, rectify, and erase 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016R0679
https://edps.europa.eu/system/files/2021-04/2021-0210_d0903_formal_comments_en.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A12012P%2FTXT
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personal data as well as to exercise the right to restrict the processing. In the latter case, Article 

48(2) IO Regulations foresees that the Member State examining such a request shall reply, 

including through a central office, in any event within 45 days from the receipt of the request 

– extendable by 15 further days. Yet, in case the request concerns the rectification or 

suppression of personal data, Article 48(3) IO Regulations sets forth a cooperation procedure 

between the authority addressed and the one responsible for the manual verification 

procedure. Specifically, the Member State to which the request has been submitted shall 

contact the authorities of the Member State responsible for the manual verification of different 

identities within 7 days. It is the latter authority that is in charge of checking the accuracy of 

the data and the lawfulness of the data processing within 30 days – extendable by 15 further 

days. Now, the authority responsible for the manual verification may:  

- rectify or erase those data and inform in writing the individual concerned, or 

- adopt an administrative decision explaining in writing to the person concerned why 

the rectification or the erasure has not been executed. 

Article 48(8) IO Regulations specifies that the latter decision must indicate the means for 

challenging it at court or before the national supervisory authority, though we should not 

exclude the possibility that the validity or regularity of the decision taken in the former 

situation may also be questioned. Besides, Article 48 raises two main concerns: one related to 

white links generated in an automated manner in which cases there is no competent authority 

designated; another one concerning the ETIAS Central Unit’s responsibility for resolving 

yellow links. In both cases, Article 48(5) IO Regulations establishes that the Member State to 

which the request has been made shall decide whether to rectify or erase those data or not. 

This implies that the Member State addressed take the responsibility not only for the white 

links generated in an automated manner, but also for the links established by the ETIAS 

Central Unit – i.e., the European Border and Coast Guard (EBCG) Agency. We believe that this 

solution shall be appreciated since it guarantees the individual the right to an effective remedy 

against administrative decisions according to Article 47 EUCFR. However, it should be also 

criticised as it de-regulates the EBCG Agency’s responsibility in the frame of multiple-identity 

detection procedure. In this regard, we cannot avoid mentioning the crucial role played by the 

ETIAS Central Unit in the resolution of yellow links stemming from the data stored in the 

systems before the interoperability components are put into operation, which is also labelled 

as “MID transitional period” (Articles 69 and 65 IO Regulations). We assume that in none of 

these circumstances the individual could challenge an EBCG Agency’s act in the light of 

Article 263 of the Treaty of the Functioning of the EU (TFEU) since the Agency never issues a 

writing decision. Considering that the ETIAS Central Unit gives its “opinion” without undue 

delay and in any event within 30 days since it has been contacted by the Member State to 

which the request is made (Article 48(4) IO Regulations), a complaint by virtue of the third 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019R1896
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A12012P%2FTXT
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A12012E%2FTXT
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paragraph of Article 265 TFEU would also be rejected. Conversely, the ETIAS Central Unit’s 

decision stemming from the manual verification procedure could be challenged incidentally 

before the national court that may refer a question to the CJEU for a preliminary ruling – i.e., 

Article 267 TFEU. All in all, our assumptions leave open the debate on the protection of 

migrants’ fundamental rights against that EU agency’s activities. 

5. Conclusions 

Article 21 IO Regulations provides for a new interoperability objective consisting in the 

detection of migrants’ multiple identities based on the generation/establishment of links 

among the individual files stored in the CIR. Aiming at fostering checks over persons at the 

EU external borders, the multiple-identity detection provides for full- or semi-automated 

decision-making procedures that will impact migratory flows toward, within, and from the 

Schengen area. Although laying down specific safeguards for the individual to exercise his/her 

rights to be informed, access, erase, and delete the links, the sister Regulations do not justify 

why different treatments are granted depending on the generated/established coloured-links. 

Arguably, IO Regulations blur the responsibility of the authorities and staff involved in the 

procedure which may risk disarming the individual vis-à-vis the decisions taken, for example, 

by the EBCG Agency. 
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